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(57)Abstract: 

PROBLEM TO BE SOLVED: To output image data in which a 
watermark image is embedded and information eliminated for embedding 
it as key information by changing pixel information for original image 
data included in an area instructed by form information of the 
watermark image, generating key information decided based on the pixel 
information and outputting the changed original image data and the key 
information. 

SOLUTION: In an electronic watermark embedding device, original 
image (x) each of which includes plural pixels constituted with a pixel 
position and a pixel value and an embedded image (r) of watermark 
image data consisting of the pixel position for indicating a form of an 
image to be embedded are inputted to an input part 1 1 . In a separator 
13, at least more than one color component is separated from the 
original image (x) out of three color components composing the pixel 
value of the specified pixel position of the original image (x) from a _ 
switching device 1 2. and the separated information is stored as key 
information (k). Also, remaining information x1 from which this key 
information (k) is separated is outputted to a switching device 14. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



CLAIMS 
[Claim(s)] 



Claim 1] An input means to be the image processing system which spaces through subject-copy image data and embeds an 
imace and to input the configuration information on subject-copy image data and said watermark image, A modification 
means to change the pixel information on said subject-copy image data contained in the field directed for said configuration 
information The image processing system characterized by having an output means to output a key information generation 
means to generate the key information determined based on the pixel information changed by said modification means and 
the subiect-copy image data, by which pixel information was changed by said modification means and said key information. 
[Claim 2] Said modification means is an image processing system according to claim 1 characterized by changing the value of 
the predetermined color component of the pixel value of the pixel location which compares said configuration information 
with each pixel location of said subject-copy image data/and is included in said configuration information . 
[Claim 3] Said modification means is an image processing system according to claim 1 characterized by changing a part of 
pixel value of the pixel location which compares said configuration information with each pixel location of said subject-copy 
imaee data, and is included in said configuration information. . 

rciaim 41 Said key information generation means is an image processing system given in claim 1 characterized by generating 
said key information based on the difference of said changed pixel information and the pixel value to which said subject-copy 
image data correspond thru/or any 1 term of 3. . ■ . v . 

[Claim 5] Said output means is an image processing system given in claim 1 characterized by having an encryption means to 
encipher said key information thru/or any 1 term of 4. * 
[Claim 6] Said output means is an image processing system given in claim 1 characterized by having a compression means to 
compress said key information thru/or any 1 term of 5. ■ . 

[Claim 7] It is the image processing system with which it spaced through subject-copy image data, and the image was 
embedded and which embeds, inputs image data and restores said subject-copy image data. Said embedding .mage data, A 
restoration means to restore the pixel information on said embedding image data contained in the field instructed to be an 
incut means to input the configuration information and key information on said watermark image for said configuration 
information to the pixel information on original based on said key information. The image processing system characterized by 
having an output means to output subject-copy image data including the pixel information restored by said restoration 

toaTm 8] Said restoration means is an image processing system according to claim 7 characterized by changing the value of 
the predetermined color component of the pixel value of the pixel location which compares said configuration information and 
each pixel location of said embedding image data, and is included in said configuration information according to said key 

[C^ a 9]°Said restoration means is an image processing system according to claim 7 characterized by changing a part of 
pixel value of the pixel location which compares said configuration information and each pixel location of said embedding 
image data and is included in said configuration information according to said key information. 

[Claim 10] Said key information is an image processing system given in claim 7 characterized by having further a decryption 
means to be enciphered and to decode the key information concerned thru/or any 1 term of 9. 

[Claim 11] Said key information is an image processing system given in claim 7 which the data compression is earned out and 
is characterized by having further an expanding means to elongate the key information concerned thru/or any 1 term of 10. 
[Claim 12] The input process which is the image-processing approach which spaces through subject-copy image data and 
embeds an image, and inputs the configuration information on subject-copy image data and said watermark image The 
modification process which changes the pixel information on said subject-copy image data contained in the field directed for 
said configuration information, The image-processing approach characterized by having the output process which outputs the 
kev information generation process which generates the key information determined based on the pixel information changed 
at said modification process, and the subject-copy image data with which pixel information was changed at said modification 
process and said key information. 

[Claim 13] The image-processing approach according to claim 12 characterized by changing the value of the predetermined 
color component of the pixel value of the pixel location which compares said configuration informatioivwith each pixel 
location of said subject-copy image data, and is included in said configuration information at said modmcat.on process. 
[Claim 14] The image-processing approach according to claim 12 characterized by changing a part of p.xel value of the pixel 
location which compares said configuration information with each pixel location of said subject-copy image data, and is 
included in said configuration information at said modrfication process. 

[Claim 15] The image-processing approach given in claim 12 characterized by generating said key mformafon at sa.d key 
information generation process based on the difference of said changed pixel information and the p.xel value to wh.ch sa.d 
subiect-copy image data correspond thru/or any 1 term of 14. 

[Claim 16] Said output process is the image-processing approach given in claim 12 characterized by hav.ng the encrypt.on 
orocess which enciphers said key information thru/or any 1 term of 1 5. 

[Claim 1 7] Said output process is the image-processing approach given in claim 1 2 charactenzed by hav.ng the pressing 
operation which compresses said key information thru/or any 1 term of 16. 

[Claim 18] It is the image-processing approach by which it spaced through subject-copy .mage data and the .mage was 
embedded and which embeds, inputs image data and restores said subject-copy .mage data Said embedd.ng image data The 
restoration process which restores the pixel information on said embedding .mage data conta.ned m the field .nstructed to be 
the input process which inputs the configuration information and key information on sa.d watermark image for said 
configuration information to the pixel information on original based on said key information. The image-processing approach 
characterized by having the output process which outputs subject-copy image data including the pixel mformation restored 
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at said restoration process. . 
[Claim 19] The image-processing approach according to claim 18 characterized by changing the value of the predetermined 
color component of the pixel value of the pixel location which compares said configuration information and each pixel location 
of said embedding image data, and is included in said configuration information at said restoration process according to said 

key information. . . 

[Claim 20] The image-processing approach according to claim 18 characterized by changing a part of pixel value of the pixel 
location which compares said configuration information and each pixel location of said embedding image data, and is included 
in said configuration information at said restoration process according to said key information. 

[Claim 21] Said key information is the image-processing approach given in claim 18 characterized by having further a 
decryption means to be enciphered and to decode the key information concerned thru/or any 1 term of 20. 
[Claim 22] Said key information is the image-processing approach given in claim 18 which the data compression is carried 
out and is characterized by having further the expanding process which elongates the key information concerned thru/or any 

[Claim 23] 2 The input process module which is the storage which memorizes the program which performs the image- 
processing approach which spaces through subject-copy image data and embeds an image, and inputs the configuration 
information on subject-copy image data and said watermark image. The modification process module which changes the pixel 
information on said subject-copy image data contained in the field directed for said configuration information. The storage 
characterized by having the output process module which outputs the key information generation process module which 
generates the key information determined based on the pixel information changed at said modification process, the subject- 
copy image data with which pixel information was changed at said modification process, and said key information. 
[Claim 24] It is the storage which memorized the program which performs the image-processing approach by which it spaced 
through subject-copy image data, and the image was embedded, and which embeds, inputs image data and restores said 
subject-copy image data. Said embedding image data. The input process module which inputs the configuration information 
and key information on said watermark image, The restoration process module which restores the pixel information on said 
embedding image data contained in the field directed for said configuration information to the pixel information on original 
based on said key information, The storage characterized by having the output process module which outputs subject-copy 
image data including the pixel information restored at said restoration process. 



[Translation done.] 
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* NOTICES * 



JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[iSSd^of the Invention] This invention relates to the image-processing approach and equipment which generate the image 
data which embedded digital watermarking to subject-copy image data, and attain to them, or remove a digital-watermarking 
part from the image data, and generate subject-copy image data, and a storage. 

[Description of the Prior Art] The digital image which treats an image as a digital signal has the descriptions, like even if it 
can copy easily and moreover performs such a copy by computer etc. as compared with the analog image expressed with the 
conventional analog signal, image quality does not deteriorate, and has the advantage that it can moreover transmit to a 
remote place without degradation of image quality through a communication line. However, a digital image has the problem of 
it being easily copied illegally by the third person and redistributing, according to such a description. There is technique 
called digital watermarking to one of the approaches for preventing this. 

[0003] It roughly classifies into this digital watermarking, and there is a visible mold which forms the invisible mold which 
embeds watermark information, such as copyright information and User Information, in an image in the form which is not a 
foregone conclusion, and watermark images, such as a LOGO of the firm which holds that copyright on that image in the 
form which is a foregone conclusion. In digital watermarking of the former invisible mold, it cannot recognize that watermark 
information is embedded only by glancing at the embedding image. Therefore, although deletion of watermark information is 
hard to be performed, the illegal copy of the image and unjust edit are easy to be performed compared with the case of a 
visible mold However, since it spaced into the digital image data and information remains even when metaphor digital image 
data is copied or edited unjustly, the user who performed the unjust copy etc. can be specified by the user ID embedded as 

watermark information. _ . . . 

[0004] After performing frequency conversion, such as a fast Fourier transform, a discrete cosine transform, and wavelet 
transform to an input image as a typical thing of digital watermarking of such an invisible mold, spacing through a frequency 
domain and adding information, the technique of performing embedding of digital watermarking is mentioned by performing 
reverse frequency conversion. Among these, by the technique by the fast Fourier transform, after an input image added and 
diffuses PN sequence, it is divided into a block, the Fourier transform is performed for every block, and 1-bit watermark 
information is embedded at 1 block. In this way, an inverse Fourier transform is given to the block with which it spaced and 
information was embedded, the again same PN sequence as the beginning is added, and it becomes a synthetic image. This 
technique is detailed by the "watermark signing method to the image by PN sequence" (1997, code, information security 
symposium lecture collected works, SCIS97-26B) by Onishi, **, Matsui, etc. Moreover, the technique by the discrete cosine 
transform is divided into a block, and carries out a discrete cosine transform for every block. After embedding 1-bit 
information at 1 block, inverse transformation is carried out and a synthetic image is generated. This is detailed to the 
digital-watermarking method in the frequency domain for the protection of copyrights of a digital image (1997, the code, 
information security symposium lecture collected works. SCIS97-26A) by Nakamura. the brook, Takashima, etc. Furthermore, 
the technique by wavelet transform is technique to twist the need of carrying out block division of the input image, and is 
detailed to "experimental consideration about the safety and dependability of the electronic watermark technique using 
wavelet transform" (1997, the code, information security symposium lecture collected works. SCIS97-26D) by Ishizuka, 
Sakai, Sakurai. etc. [ of this ] Moreover, there is also the technique (Digimarc, U.S. Pat. No. 5,636.292. etc.) of calculating to 
the hue of a pixel, lightness, etc. and embedding digital watermarking. 

[0005] On the other hand, in digital watermarking of a visible mold, since watermark information is written in on the digital 
image in the form which is in sight by the eye, if it remains as it is, it uses, and it is hot and effective in considering an illegal 
copy and unjust edit and stopping them. Such visible mold digital watermarking may be constituted so that it may be possible 
only for a right user to space completely and to remove information. As the example, to the user who is not the normal of 
the image data, the image with which the watermark of a visible mold was embedded is distributed, and the case where the 
image with which the watermark of a visible mold is not embedded is distributed can be considered to the user of normal. 
[0006] As one approach for realizing this, the method which distributes the image data which sticks copyright information on 
subject-copy image data, and stuck the LOGO etc. to the user who is not regular, and distributes subject-copy image data 
as it is to the user of normal has been used by replacing the pixel value of images, such as a LOGO, with the pixel value of a 
subject-copy image conventionally. However, since the contents of the part of the image data which embedded digital 
watermarking of a visible mold are transposed to the contents of the images, such as a LOGO, a user cannot know the 
contents of the subject-copy image data corresponding to this part. Furthermore, in order to remove such digital 
watermarking, all the subject-copy image data needed to be transmitted, but generally, since subject-copy image data were 
very big data much time amount was needed for transmitting this. 

[0007] Moreover, with this, there is also another method proposed by JP.8-241403.A. This is a method which saves a 
chromaticity and embeds digital watermarking of a visible mold by carrying out linear transformation of the brightness value 
of subject-copy image data. By this method, although the user was able to get to know the contents of the subject-copy 
image data of the field where digital watermarking of a visible mold was embedded, the approach of canceling digital 
watermarking of a visible mold is not clarified. 
[0008] 

[Problem(s) to be Solved by the Invention] It is not proposed about the approach of canceling a digital-watermarking part of 
the image data where digital watermarking of a visible mold was conventionally embedded to subject-copy image data as 
explained above, and the digital watermarking was embedded. For this reason, in order to offer the subject-copy image data 
of which digital watermarking of a visible mold was canceled to the user of normal, all the data of that subject-copy image 
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needed to be transmitted to that user. Transmission of such all subject-copy image data required much time amount, and 
had become a problem also in respect of the transmission cost. 

[0009] This invention was made in view of the above-mentioned conventional example, is spaced with subject-copy image 
data, inputs the configuration information on an image, and it aims at offering the image-processing approach and equipment 
which output the image data where the watermark image wasembedded, and the information removed in order to embed the 
watermark image as key information. 

[0010] Moreover, the purpose of this invention is to offer the image-processing approach and equipment which restore data 
for a subject-copy image based on the image data where the watermark image was embedded, and the key information 
corresponding to the information removed in order to embed the watermark image. 

[001 1] Furthermore, the purpose of this invention spaces with subject-copy image data, inputs the configuration information 
on an image, makes key information the image data where the watermark image was embedded, and information removed in 
order to embed that watermark image, compresses this key information, and reaches further, or aims at offering the image- 
processing approach and the equipment which are enciphered and outputted. 

[0012] Moreover, the purpose of this invention is to offer the image-processing approach and equipment corresponding to 
the image data where the watermark image was embedded, and the information removed in order to embed the watermark 
image which restore data for a subject-copy image based on the key information which compressed, reached or was 
enciphered. 
[0013] 

[Means fdr Solving the Problem] In order to attain the above-mentioned purpose, the image processing system of this 
invention is equipped with the following configurations. Namely, an input means to be the image processing system which 
spaces through subject-copy image data and embeds an image, and to input the configuration information on subject-copy 
image data and said watermark image, A modification means to change the pixel information on said subject-copy image data 
contained in the field directed for said configuration information, It is characterized by having an output means to output a 
key information generation means to generate the key information determined based on the pixel information changed by said 
modification means, and the subject-copy image data, by which pixel information was changed by said modification means 
and said key information. 1 m t . 

[0014] In order to attain the above-mentioned purpose, the image processing system of this invention is equipped with the 
following configurations. It is the image processing system with which it spaced through subject-copy image data, and the 
image was embedded and which embeds, inputs image data and restores said subject-copy image data. Namely, said 
embedding image data, A restoration means to restore the pixel information on said embedding image data contained in the 
field instructed to be an input means to input the configuration information and key information on said watermark image for 
said configuration information to the pixel information on original based on said key information, It is characterized by having 
an output means to output subject-copy image data including the pixel information restored by said restoration means. 
[0015] In order to attain the above-mentioned purpose, the image-processing approach of this invention is equipped with the 
following processes. Namely, the input process which is the image-processing approach which spaces through subject-copy 
image data and embeds an image, and inputs the configuration information on subject-copy image data and said watermark 
image, The modification process which changes the pixel information on said subject-copy image data contained in the field 
directed for said configuration information, It is characterized by having the output process which outputs the key 
information generation process which generates the key information determined based on the pixel information changed at 
said modification process, and the subject-copy image data with which pixel information was changed at said modification 
process and said key information. 

[0016] In order to attain the above-mentioned purpose, the image-processing approach of this invention is equipped with the 
following processes. It is the image-processing approach by which it spaced through subject-copy image data, and the image 
was embedded and which embeds, inputs image data and restores said subject-copy image data. Namely, said embedding 
image data, The restoration process which restores the pixel information on said embedding image data contained in the field 
instructed to be the input process which inputs the configuration information and key information on said watermark image 
for said configuration information to the pixel information on original based on said key information, It is characterized by 
having the output process which outputs subject-copy image data including the pixel information restored at said restoration 
process. 
[0017] 

[Embodiment of the Invention] Hereafter, the gestalt of suitable operation of this invention is explained to a detail with 
reference to an accompanying drawing. 

[0018] [Gestalt 1 of operation] drawin g 1 is the block diagram showing the outline configuration of the digital-watermarking 
embedding equipment concerning the gestalt 1 of operation of this invention. 

[0019] In drawing 1 , it embeds with the subject-copy image data x, and image data r is inputted into the input section 11. In 
the subject-copy image data x, are subject-copy image data which contain two or more pixels which consist of the locations 
and pixel values (brightness value) of the pixel, respectively here, and it sets in the gestalt 1 of this operation. One pixel data 
of subject-copy image data is data which consist of a red (R) component, a green (G) component, and a blue (B) component, 
and each color component is expressed by 256 gradation (8 bits). Moreover, embedding image data r is watermark image data 
which consists of a pixel location which shows the configuration of the image to embed. 

[0020] Even if this embedding image data r is data of the contents which are meaningful with a user as shows drawing,9 etc., 
it may be any of the data of meaningless contents. For example, as data of meaningful contents, data which assert copyright 
information etc. can be considered like a logo mark. When embedding the information which shows a LOGO as shown in 
drawing 9 here, it is possible to constitute the data of a serial bit sequence in which this embedding image data r as shown in 
drawing 10 is shown by making a sign "1" correspond to a black pixel, and making a sign "0" correspond to a white pixel as 
information which shows a field. Moreover, the data case of meaningless contents can consider expressing for information 
which carries out the mask of the specific location of subject-copy image data. 

[0021] The subject-copy image data x which were described above, and embedding image data r are set up in an initial state. 

[0022] Next, in the change machine 1 2, when the pixel location of the pixel of the subject-copy image data x is compared 
with the configuration information on the watermark image contained in embedding image data r and they are in agreement, in 
the case of delivery and an inequality, the separation about the pixel and a spawn process are not performed for the pixel 
value whose location of the corresponds to an eliminator 13, but the pixel value of the subject-copy image data x is 
outputted to it as it is at the change machine 14. 

[0023] The color component of at least one or more colors is separated from subject-copy image data among the color 
components of three colors which constitute the pixel value (all or part) of the pixel location where the subject-copy image 
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data x were specified from an eliminator 13. and the separated information is stored as key information k. Moreover, the 
remaining information that this key information k was separated (x1) It outputs to the change machine 14 - 
[0024] The color component information separated here has 256 gradation, i.e., the amount of information of 8 bits, in the 
gestalt 1 of this operation. Therefore, although 8 bits (key information k) of information to separate may be all and it may be 
less than 8 bits it needs to be at least 1 bits or more. In addition, in order to perform watermark embedding processing of a 
visible mold effectively, without being dependent on the subject-copy image data x. it is desirable to separate 8 bits of all 
information. However, since it is outputted as key information' k. it is necessary to control the separated information to 
lessen the amount of information of this key information k to separate to make this key information k small. 
[0025] Furthermore, the number of the color components to separate can express the contents of the pixel location to which 
its attention is paid now by the two remaining colors, when it is one color. For example, even if it separates a red component, 
the remaining green components and a blue component can express the contents of the pixel location which is carrying out 
current view However, in this case, since the red component is not contained, the tint of this pixel location will change. It 
can claim in visible that digital watermarking is clearly embedded to a user by change of this tint. Moreover, when the number 
of the color components to separate is three colors, the contents of the pixel location to which its attention is paid cannot 
be expressed This may be an effective means for application by which he does not want to also tell the contents of the 
image to which its attention was paid. In addition, it can also perform to juxtaposition performing processing in the gestalt of 
this operation mentioned above one by one for every pixel. 

[0026] By processing described above, it can space to subject-copy image data, and the deformation according to the 
configuration information on image data can be added. Since this deformation changes that pixel value a lot according to an 
eliminator 13 unlike above-mentioned invisible mold digital watermarking, it serves as a visible visible mold watermark. Thus, 
the image data (x1) separated with the eliminator 13 is inputted into the change machine 14. With this change vessel 14, 
when the pixel location of the pixel of the subject-copy image data x is compared with the configuration information on the 
watermark image contained in embedding image data r like the above-mentioned change machine 12 and they are in 
agreement the image data (x1) inputted from an eliminator 13 is outputted to the output section 15. and. in the case of 
delivery and an inequality, it outputs the pixel value of the subject-copy image data x to the output sect.on 15 as it is. Thus, 
the reconstititution of the image data where the watermark image was embedded is carried 6ut, and the result is outputted 
to the output section 15. Furthermore, the key information k separated with the eliminator 13 is outputted to the output 
section 15. In this way. from the output section 15, embedding finishing image data x' and the key information k that the 
watermark image was embedded are outputted. „ j 

[0027] Below, the image data generated by processing of the gestalt 1 of this operation which was described above is called 
a visible mold digital- watermarking embedding finishing image. 

[0028] This image can be reversibly restored by the decoding method shown in the gestalt 2 of the next operation, and if it is 
the information which has meanings, such as a copyright person's LOGO, as for the configuration of a watermark .mage, the 
effectiveness of different copyright information protection from a mere image scramble is realizable. 

[0029] [Gestalt 2 of operation] drawing 2 is the block diagram showing the outline configuration of the digital-watermarking 
discharge equipment concerning the gestalt of operation of this invention. 

[0030] In drawing 2 . visible mold digital-watermarking embedding finishing image x\ embedding image data r. and the key 
information k are inputted from the input section 21. Here, visible mold digital-watermarking embedding finishing image x is 
image data x' processed by the configuration explained with the gestalt 1 of the above-mentioned implementation, and 
embedding image data r is embedding image data r and the equal which were inputted in the gestalt 1 of the above- 
mentioned implementation. Furthermore, the key information k must be equal to the key information k outputted with the 
gestalt 1 of the above-mentioned implementation as explained. When such information, especially embedding image data r 
and the key information k are not inputted correctly, the processing in the gestalt 2 of this operation does not carry out 
normal termination. Normal termination is restoring the subject-copy image data x reversibly from visible mold digital- 
watermarking embedding finishing image x* here. ' 
[0031] It is the watermark image configuration information (embedding image data) r which consists of a pixel location that 
the configuration of the image to embed is indicated to be visible mold digital-watermarking embedding finishing image x 
which consists of two or more pixels which consist of the pixel location and pixel value with the gestalt 2 of this operation, 
respectively, and the embedding image data of the same serial bit sequence as what was used for embedding with the gestalt 
1 of the above-mentioned implementation is set up in an initial state. 

[0032] In the change machine 22 of draw ing 2 . comparison processing with the pixel location of each pixel which constitutes 
digital-watermarking embedding finishing image x\ and the pixel location of embedding image. data r is performed, and when in 
agreement the pixel positional information is not performed in the synthetic vessel 23. and. in the case of delivery and an 
inequality synthetic processing about the pixel is not performed, but watermark embedding finishing image x is changed, and 
it inputs into a vessel 24 as it is. In addition, since [ a certain ] the embedding image r in the gestalt 2 of this operation is the 
same as the embedding image r of the gestalt 1 of above-mentioned operation, watermark embedding finishing image x which 
changes here and is inputted into a vessel 24 is equal to the subject-copy image data x in the gestalt 1 of operation as a 

[0033] With the synthetic vessel 23. the pixel value (all or part) and the key information k at the time on the pixel location 
where subject-copy image data were specified are inputted, and the data of the key information k are compounded to this 
component paying attention to the component separated with the gestalt 1 of the above-mentioned implementation among 
the color components of three colors which constitute that pixel value. In addition, the method of the composition in this 
synthetic vessel 23 must be completely equivalent to the method of the separation in the eliminator 1 3 in the gestalt 1 of 
the above-mentioned implementation. That is. for example, when all the information on a red component <8 bits) is separated 
in the eliminator 13, it is necessary to compound all the information on a red component (8 bits) from the key information k 
in this synthetic vessel 23. In this way. the pixel value of an embedding image location becomes what was restored by the 
original subject-copy image data, and the image data outputted from the synthetic vessel 23 changes, and is outputted to a 
vessel 24 This change machine 24 makes the pixel value of the pixel location directed by embedd.ng image data r the pixel 
value outputted from the synthetic vessel 23. and the pixel value of the other pixel location outputs the output of the change 
machine 22 as it is. In this way. removal image x" (equal to the subject-copy image data x of drawngj ) by which the digital- 
watermarking image was removed from embedding finishing image x is inputted into the output section 25. and it is outputted 

[0034] S In addition, it can also perform performing processing in the gestalt 2 of this operation one by one for every pixel to 
juxtaposition. Visible mold digital-watermarking embedding finishing image x' generated by the gestalt 1 of the above- 
mentioned implementation by this is reversibly decoded by the subject-copy image data x. 

[0035] [Gestalt 3 of operation] drawin g 3 is the block diagram showing the outline configuration of the digital-watermarking 
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embedding equipment concerning the gestalt 3 of operation of this invention, and is enciphering and outputting the key 
information k outputted here. In addition, the same sign shows the part which is common in the configuration of drawing 1 
concerning the gestalt 1 of the above-mentioned operation, and it omits those explanation. 

[0036] The encryption machine 36 performs encryption processing to the outputted key information k. The key information k 
outputted by the gestalt 1 of the above-mentioned implementation here must serve as an input of the gestalt 2 of the 
above-mentioned implementation using a suitable transmission line. When the gestalt 1 of the above-mentioned 
implementation and the gestalt 2 of operation are applied to application it is possible only for the permitted user to perform 
digital-watermarking discharge to normal here, this key information k needs to be transmitted to insurance in said 
transmission line. Here, it means/or communicating, without being altered, without transmitting to insurance being 
intercepted by the 3rd person in a transmission line. In order to establish this safe transmission line, with the gestalt 3 of this 
operation, it transmits by enciphering the key information k. 

[0037] Therefore, with this encryption vessel 36, suitable encryption processing is performed to the key information k 
generated by the eliminator 1 3, and enciphered key information k' is outputted. 

[0038] It is possible to use DES (detailed to Ikeno, Oyama, the "present age code theory", and the Institute of Electronics, 
Information and Communication Engineers). FEAL, TDEA, RC2. RC4 and RC5. MISTY, the Caesar mold code, a BIJINERU 
code, the Beaufort code, a play fair code, a leech code, the Bamum code, etc. for encryption processing in this encryption 
machine 36 as a common key encryption system. 

[0039] The same sign shows the part which drawing 4 is the schematic diagram of the digital-watermarking discharge 
equipment concerning the gestalt 4 of operation of this invention of which digital watermarking embedded with the digital- 
watermarking embedding equipment of drawin g 3 is canceled, and is common in the configuration of above-mentioned 
drawing 2 , and it omits those explanation. 

[0040] With the digital-watermarking discharge equipment of the gestalt 4 of this operation, the decoder 40 which decodes 
enciphered key information k' is formed. This decoder 40 performs decode processing to key information k' by which 
encryption processing was carried out It is possible to realize discharge of digital watermarking embedded by the above- 
mentioned digital-watermarking embedding equipment like the configuration of above-mentioned drawing 2 using the key 
information k by which decode processing was carried out with this decoder 40. 

[0041] [Gestalt 4 of operation] draw[ng_5 is the block diagram showing the configuration of the digital-watermarking 
embedding equipment concerning the gestalt 4 of operation of this invention, carries out the data compression of the key 
information k outputted in the gestalt 1 of above-mentioned operation with the data compression vessel 56, and is outputting 
it here. In addition, the same number shows the part which is common in the configuration of drawing,! . and it omits those 

[0042] The data compression machine 56 performs data compression processing to the outputted key information k. The key 
information k outputted by the gestalt 1 of the above-mentioned implementation must serve as an input of the gestalt 2 of 
the above-mentioned implementation using a suitable transmission line, here — the above — when a suitable transmission 
line is a channel represented by the Internet or are storages, such as CD-ROM. the smaller possible one of the amount of 
information of the key information k is desirable. Therefore, in order to make the amount of information of the key 
information k as small as possible, with the gestalt 4 of this operation, the data compression of the key information k is 
carried out. and it is transmitted. In this data compression machine 56, suitable data compression processing is performed to 
the key information k generated by the eliminator 13. The color information separated by this eliminator 13 has many 
redundant components, when image data, such as a LOGO, is spatially continuous. This is more remarkable when the 
subject-copy image data x are a common natural image like a photograph. Therefore, the effectiveness of a bigger data 
compression is expectable to the key information k. 

[0043] The LZW method which uses a dictionary for this data compression processing as for example, a compression 
method, the Huffman coding based on statistical fluctuation, algebraic-sign-izing which improved Huffman coding are 
available. In addition, key information k" by which data compression processing was carried out with this data compression 
vessel 56 is used by the digital-watermarking discharge equipment mentioned later. For this reason, this compression method 
must be reversible processing. 

[0044] .Drawing 6 is the block diagram showing the configuration of the digital-watermarking discharge equipment concerning 
the gestalt 4 of operation of this invention, and cancels digital watermarking embedded with the digital-watermarking 
embedding equipment of above-mentioned drawing 5 . The configuration of the discharge equipment of the gestalt 4 of this 
operation is the same configuration except that the data defrosting machine 60 for thawing key information k M compressed 
as compared with the configuration of above-mentioned drawing 2 is formed. The same number shows the part which is 
common in drawing 2 , and it omits those explanation. This data defrosting machine 60 performs defrosting processing to key 
information k" by which data compression processing was carried out, and is outputting the thawed key information k. 
[0045] Thus, it is possible to receive compressed key information k'\ to carry out defrosting processing, and to cancel digital 
watermarking embedded by digital-watermarking embedding equipment like the equipment of above-mentioned drawing 2 
using the key information k on the origin of it thawed and obtained. 

[0046] [Gestalt 5 of operation] drawing 7 is the block diagram showing the outline configuration of the digital-watermarking 
embedding equipment concerning the gestalt 5 of operation of this invention, the same number shows the part which is 
common in the configuration of the gestalt of the above-mentioned operation, and it omits those explanation. 
[0047] With the gestalt 5 of this operation, it is alternatively made available combining the method which enciphers the key 
information k shown with the gestalt 3 of the above-mentioned operation, and the method which carries out data 
compression processing of the key information k stated with the gestalt 4 of said operation. In this case, it is more desirable 
to perform encryption processing from the property of the data of the key information k, after performing data compression 
processing. 

[0048] The data with which this enciphered this to the ability to carry out data compression processing effectively mostly 
with a redundant component since the key information k had the property of the signal of general natural image data are 
because it does not have the property of the signal of general natural image data and it is expected that a redundant 

component decreases. ...... j. . ■ 

[0049] Furthermore, drawing.8 is the block diagram of the equipment of which digital watermarking embedded by the digrtal- 
watermarking embedding equipment concerning the gestalt 5 of operation of this invention shown in drawing 7 is canceled. 
[0050] As shown in drawing J , the data compression of the key information k is carried out, and when enciphered, as shown 
in drawin g 8 , the key information kx which the data compression was carried out and was enciphered needs to be thawed 
like the case of the equipment of drawing 2 after that, after decode processing is carried out with the data defrosting 
machine 60 and a decoder 40. 

[0051] On the other hand, when data compression processing is performed after encryption processing of the key 
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information k is first carried out in the equipment shown by drawing 7 , decode processing needs to be carried out first and 
defrosting processing of the key information kx inputted into drawing 8 needs to be carried out after that. 
[0052] This invention is not what is limited only to the approach of performing combining the equipment for realizing the 
gestalt of the above-mentioned implementation, an approach, and the approach explained with, the gestalt of the above- 
mentioned implementation. To the computer in the above-mentioned system or equipment (CPU or MPU) The program code 
of the software for realizing the gestalt of the above-mentioned implementation is supplied, and also when the computer of 
the above-mentioned system or equipment operates the various above-mentioned devices according to this program code 
and it realizes the gestalt of the above-mentioned implementation, it is contained under the category of this invention. 
[0053] Moreover the program code of said software itself will realize the function of the gestalt of the above-mentioned 
implementation in this case, and the means for supplying that' program code itself and its program code to a computer and 
the storage which specifically stored the above-mentioned program code are contained under the category of this invention. 
[0054] As a storage which stores such a program code, a floppy (trademark) disk, a hard disk, an optical disk, a magneto- 
optic disk CD-ROM, a magnetic tape, the memory card of a non-volatile, ROM, etc. can be used, for example. 
[0055] Moreover, not only when the function of the gestalt of the above-mentioned implementation is realized, but when the 
above-mentioned computer controls various devices only according to the supplied program code, and the gestalt of the 
above-mentioned implementation is realized in collaboration with OS (operating system) to which the above-mentioned 
program code is working on a computer, or other application programs, this program code is contained under the category of 



this invention. . . 

[0056] Furthermore, after this supplied program code is stored in the memory with which the functional expansion unit 
connected to the functional add-in board and the computer of a computer is equipped, a part or all of processing that CPU 
with which that functional add-in board and a functional storing unit are equipped based on directions of that program code 
is actual is performed, and also when the gestalt of the above-mentioned implementation is realized by that processing, it is 
contained under the category of this invention. . , L . . . ■ 

[0057] As explained above, according to the gestalt of this operation, it spaces with subject-copy image data, and the 
configuration information on an image is inputted, and the embedding finishing image which separated specific information 
from the pixel value of the pixel of the subject-copy image data contained in the watermark Image shown using the 
configuration information on the watermark image and which spaced and embedded the image is generated. At this time, the 
original subject-copy image can be restored by making separated specific information into key information using that key 

information. , , , ... 

[0058] Thereby the high visible mold digital-watermarking embedding approach of security became possible. 

[0059] Moreover, transmission of a visible mold digital- watermarking embedding image with more high security is attained by 

enciphering and transmitting the key information, decoding the key information by the receiving side which received it, and 

generating a subject-copy image. t a 

[0060] Moreover, by compressing and transmitting the key information, thawing the key information by the receiving side 

which received it (expanding), and generating a subject-copy image, the amount of data to transmit is reduced and 

transmission of the high visible mold digital-watermarking embedding image of security is attained. 

[0061] Furthermore by performing both these encryption and a data compression, the amount of data to transmit is 

decreased more, and transmission of the high visible mold digital-watermarking embedding image of security is attained. 

[0062] 

[Effect of the Invention] As explained above, according to this invention, it can space with subject-copy image data, and the 
configuration information on an image can be inputted, and the image-processing approach and equipment which output the 
image data where the watermark image was embedded, and the information removed in order to embed the watermark image 
as key information can be offered. ' _ ' 

[0063] Moreover, according to this invention, based on the image data where the watermark image was embedded, and the 
key information corresponding to the information removed in order to embed the watermark image, the image-processing 
approach and equipment which restore data for a subject-copy image can be offered. 

[0064] Furthermore, since make into key information the image data where the watermark image was embedded, and 
information removed in order to embed that watermark image, and compress this key information, and it reaches [ according 
to this invention space with subject-copy image data and input the configuration information on an image, and ] further, or it 
enciphers and it outputs, the image amount of data is decreased more, and the high watermark embedding image of security 

[0065] Mooter, according to this invention, based on the image data where the watermark image was embedded, and the 
key information corresponding to the information removed in order to embed the watermark image which compressed, 
reached or was enciphered, data can be restored for a subject-copy image. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 

damages caused by the use of this translation. / 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3Jn the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[D rawin g 1] It is a block diagram explaining the outline configuration of the digital-watermarking embedding equipment 
concerning the gestalt 1 of operation of this invention. 

[ Drawing 2] It is a block diagram explaining the outline configuration of the digital-watermarking discharge equipment 
concerning the gestalt 2 of operation of this invention. 

[ Drawing' 3] It is a block diagram explaining the outline configuration of the digital-watermarking embedding equipment using 
encryption processing of key information concerning the gestalt 3 of operation of this invention. 

[Drawing 4] It is a block diagram explaining the outline of digital-watermarking discharge equipment concerning the gestalt 3 
of operation of this invention of receiving the enciphered key information and canceling electronic ******. 
[Drawing 5] It is a block diagram explaining the outline of the digital-watermarking embedding equipment which compresses 
key information concerning the gestalt 4 of operation of this invention. 

[Drawing 6] It is a block diagram explaining the outline configuration of the digital-watermarking discharge equipment at the 
time of using the compressed key information concerning the gestalt 4 of this operation. 

[Drawing .7] It is a block diagram explaining the outline of the digital-watermarking embedding equipment at the time of using 
combining ; the encryption processing and data compression processing of key information concerning the gestalt 5 of 
operation of this invention. __ , u. c 

[Drawing 8] It is a block diagram explaining the outline of digital-watermarking discharge equipment concerning the gestalt 5 
of this operation of canceling digital watermarking based on the key information enciphered and compressed. 
[Drawing 9] It is drawing explaining an example of the embedding image data concerning the gestalt of this operation. 
[Drawing 10] It is drawing explaining the example of the field data made from the embedding image data shown in drawing 9 . 
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['0035] e nm<Dxmz ] ni3 *»^ont8io 

[ 0 0 3 6 ] R£-SHbt£3 6 (2, tti^^ nfe^ttmk 

»l {CcfcoTffl^HfcS^&k (4. as^fiaiKt:^ 
t^4, rtO^W^k liWrlE^KtwiSV^S^^^ 

ifev na r <t < lift $ *u£ r ^ £ ^gfcb r v ^ 

[ 0 0 3 7 ] t^o-C. ^t7)B|r^§l3 6 Xte. frMSsl 

[ o o 3 8 ] r <Df&^k§&3 6 iz&rtzm^rikt&mc 

tt, mtf. ^It^^tTDES ( /h 

FEAL, TDEA, RC2, RC4. RC5 , MI S 
TY, -V— t^^/UBf-^s t'^-^^-h 
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[ o o 3 9 ] 124 *4, 03 (om.'f-^vm^^^m^ 

<omm4 ^m^m^^vm^mm^mmmx, m&<o 
02 (omtiLt &m-rz ^^c^-e^L , <o 

[oo4o]: <Dmm<vmM4 <Dm*mfrv mmmwx 

J4, Itf ftfc«««k ' «r«#-*-6M*Si4 0 SrfS: 
ttxv^o :<om#t£4 o i4, Hf #tete®£ JtfcfiMt$& 

[ 0 0 4 1 ] [ 9ffi*>l&t&4 ] 05 14, *&W<omM<D 

■MBA i^am^^^^^^go^^^-r^n 
^tti^c ft, ®i <o«j*£#a-r*tt#i4isic# 

[ 0 0 4 2 ] ^-^ffi^5 6 14, tlftmmmk 
J£*tL Xf-^ Ji^^^^rtT9 t> (DXh% 0 ±mmM<r> 

j&mi iz£oxmt)£ titimmm 14, as«e%K«r 
\,\ ~-x\.±&m%tfi&m&&<< >*—*5>h tcft* 

«j«;#:-e*>5 #£>K*4. fttfflf&k 0>fl»«*J4T-t S 

5 6 tC*3VvCf4, ^«tSSl 3 laoT^ilfciUSi 

k (catb-cigysft^— *ffl»tei*rfT9 o :<t>5»^i 

^MWti:aa*W-e*)5^F^I4, 7L^ftJ&#£:#< t£o e 

[oo43] zn^-f&ffitemaz, &\7L&i£mtt 

<5< ^7^^^bSrefefiUfc«« 

6 (aoTf^Eiil^fcit^ik M f4, 

\z s r (oiH8#^4 PTaSW* tea-eft t-m ft <b ft v \ 

[ 0 0 4 4 ] 06 14, *&W<Dmfc<OMm4 I^St^ 

^ttl3U*rt-e*>s. 02 t *ii-T5SB5>i4Ric#^-e 



J4, ^-*J£«tei£;h,fc€MS$&k "i:»Lt««M 
[ 0 0 4 5 ] :co£? Ctt, ;h,fc«£$Bk 

u wb g ± o x *i#> ixfc m^a> u £ 
i o o 4 6 ] [ nmnmms ] 07 14, ^^on^co 
5/ * 0x, «r^tf>**^>^tt^>»^ 

[ 004 7 ]: <OHJ£(D^5 X(4, 

3 -e^bfc««*c . «r**fK-*-«*sc* , twcsraio^ 

S4 Xi^-<^«ifftmk ^r^— ^ lE^^s-r^ 

m^k (Dir-? (D&m-h , ir-*mm&m&ft<>tz.'& 
[ 0048] : nnmmm 14, — «w*e 

r, rtt^B&^bbfc ^—^14, — ^ ^wftt-sr — 
?<Dm ^<D&W&ftfZ%:\,\ io%m^^^< ft 

[ 0 0 4 9 ] »'08 14, ^^0^(D^5 

I 0 0 5 0 ] 07 K^t%fc 9 (C «i^^k ^ EE^ 

^H, -^^m. Bf^-^HTV>5#^(^4, 08 {C^-T 

f4, $?<£^6 0 Rvm^-^4 o -e«#tea$ixfc 
02 ^g^#^|5]^t:UT, flM^ix^i^MS 

[ 00 5 1 ] 07 X^Ufc^g(C*5V^T, 

tit^ai^Ctts 08 «^A^J$ Jxfc«««lk x 14, M: 

[ 00 5 2 ] *^^I4, ±ffi*tto^ffi*nm-f<5fcJt> 
^^g^t/^fe, Rt^iSEHtS^^ffi-eRWb fc^&^r 

±|5*>^7 1 ^Xf4^gp^oo= vtfrx— CPU£>6V^ 
J4MPU) (r, ±K»JBo»flS:*»-t-<5 fea?><oy 7 h 

{c^ox±^y^^^nmm(o^iy^ ^ ^jl 
[ 0053] £fc::c7>*t£\ Bfriey 7Y ^xr^p^ 
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[ 0 0 5 4 ] ~<nm£7v?7J±z3-VZWifottl£®> 

d-rom, wiy-^. *y*-K. r 

[ 0 0 5 5 ] *tz, W&Zthtt? 
-0ttfc< . JilS:/^^ Ktf^^fc: 0 ^-- ?±XW 

;£^<0$&lit^£ftSo 

[ 0 0 5 6 ] M(^s r <DW&£*lfryW? K 

JK«>JMR*tX9l£ ft* ^^^$5^ic-^^ 0 
[ 0 0 5 7 ] ^±ttWtfci:5 fc:4^Jfc<0^tt«cJ: ft 

^£ ft<5 ffMi&'r—? <DmM<om^\fcfi*h %ffe<DfeWL$: 

[ 00 5 8 ] rftlCfc* > -tr^r^y tV jft5|S5^pr»§gm 
[ 0 0 5 9 ] ^ErOfli*«l«r«P^fcUTe5ilU. * 

[ 0060] ^fc. *<Dmtii&zi£ffii>xtemv. ttc 

&£r£j#-f 3 C £ tcj: 9 , &&1rZ ftfirttfe U , 

[oo6i] £/cw-s ^nfew-wba^— ^ee*«> 
■watoara a**nw£*5 - 

[ 0 0 6 2] 

^^a^LH««>»R«Wlt«rA*Lr, a*> 



[ 0 0 6 3 ] *fc*»W^«ttttf, aa>LMfejfiSffl«>& 
£ftfci!tffe^--*<>:. ^<oaa»Llii«£ffifci*iffc*U: 

&&ztiitmniz$$fc+z>nmmk izm^x. mm& 

[ 00 6 4 ] lEtc. Jxtf , JWM&lr—? k a 

d^UM^^IS^SrA^jUT, a3ft*U®«*s**5& 

&vj&tem^bvxmtf-tz><DT\ m&'r—* m&xv 
[0065] ^fc^^iann mfrvmm&mib& 

[ 01 ] *&m<o?ffi<Dmmi i^t^taiii)^ 
I 02 ] *mw(Dmm<Dmn2. tcmztix-mfrvm&m 

[ 04 ] ^m<omM<Dmm3 tc^$. Bt#^nfcfii 

[ 05 j *mw<Dnm<r>mm4 mm^mm-r 

[ 06 ] *nife(omm4 tc^e, EE«$nfc«««is:ffl 

i 07 ] ^m(Dm^<omms mw^oBt^b 

a^^u ii^iA^-^e^MB&^fft^-ra y ? mx$> 

[ 08 ] *nm<o%m5 ^&z> . m^itz n&mz tut 
m^m^m^v *fm-rz> m^-a^u fmmm. 

[ 09 ] ^loin;^ mfojLTmfaT*—* <D—m 

[ 01 0 ] 09 {Z^Mfr&&m{&7 t —? frb fth tLtl 

m®fr—9 o>m&mmirz> mxhz> . 
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CE08 CE17 CG07 
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